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Abstract

The learnware paradigm supports model reuse by
pairing each submitted model with a specification,
a lightweight representation used by the learnware
dock system to identify, match, and reuse mod-
els without accessing raw data. While specifica-
tions are essential for learnware identification, they
are also data-dependent public artifacts and it is
not clear whether they reveal private information.
Recently, the Parameter Vector (PAVE) specifica-
tion has been proposed and shown to be effective
for learnwares, yet its privacy properties remain
largely unexplored. In this paper, we provide the
first theoretical privacy analysis for PAVE. Specif-
ically, we first formalize two specification-induced
risks in the learnware paradigm: the disclosure risk
of the released specification and the amplification
risk that the specification may strengthen attacks
against the released model. Second, we charac-
terize when compact PAVE releases admit intrinsic
differential privacy: under natural structural condi-
tions of learnware docks, the compact PAVE spec-
ification satisfies an (e,d)-DP guarantee without
explicit additive noise through a Gaussian-sketch
view of stable parameter variations, and for regimes
outside these conditions, we further provide DP-
S-PAVE as a certified differentially private vari-
ant. Third, we show that the resulting DP guaran-
tees control both disclosure risk and specification-
side amplification risk, and we analyze the induced
privacy—utility trade-off to guide effective learn-
ware identification while preserving privacy.

1 Introduction

Reusing existing models is often more practical than training
a new model from scratch. In many applications, develop-
ers already hold trained models that may be useful for future
tasks, while users often have only limited data and limited
computational resources. The difficulty is that model reuse is
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not only a matter of collecting models. A user must first iden-
tify which existing models are relevant to her task. Simple
metadata, such as model names, architectures, tags, or bench-
mark scores, can only provide a rough description of model
capability. Directly evaluating many candidate models on the
user’s raw data is more informative, but it is costly and may
expose private task information. Asking developers to reveal
their training data would also help model identification, but is
usually infeasible due to privacy or proprietary concerns.
The learnware paradigm [Zhou, 2016; Zhou and Tan, 2024]
addresses this problem by making the specification an explicit
part of model reuse. A learnware is not only a trained model,
but a model accompanied by a specification that describes
its reusable capability. Such a specification can be generated
from the model, the training data, or task information, and
the dock system can use it to match developer-side models
with user-side requirements without raw-data exchange. In
this sense, the specification is the public artifact that makes
learnware identification possible. However, this specification
is also data-dependent. The more accurately it reflects model
capability, the more likely it is to carry information about the
data or task from which it was generated. Thus, the privacy
question in learnware is not only about releasing models, but
also about releasing specifications: what information does
this public capability specification reveal, and how can such
leakage be controlled while keeping the specification useful?
Recently, PAVE, a parameter-vector specification for learn-
wares, has shown strong empirical effectiveness for learnware
identification and reuse [Shi et al., 2026]. Unlike reduced-
set specifications such as RKME-style specifications [Wu et
al., 2023], PAVE summarizes task and capability information
through parameter variations induced by fine-tuning. The re-
leased specification is a compact low-rank parameter object
rather than a synthetic representative set in the data space.
This difference makes existing privacy analyses for reduced-
set specifications insufficient for PAVE. On the one hand,
gradient-induced parameter variations may themselves carry
information about the underlying data. On the other hand, a
PAVE specification is released together with a model, so it
may also provide additional evidence for attacks against the
released model. These observations motivate a privacy anal-
ysis tailored to the PAVE generation and release procedure.
Differential privacy (DP) [Dwork, 2006] is a natural tool
for such an analysis, since it provides a robust worst-case
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guarantee against inference attacks. However, applying DP to
learnware specifications is non-trivial. Most DP mechanisms
rely on explicit noise injection, while learnware specifications
are intended to be compact and useful for identification. Ex-
cessive perturbation can therefore damage the matching util-
ity of the learnware dock system, as also observed in prior
studies on learnware privacy [Lei et al., 2024]. Moreover, a
specification-level privacy guarantee should be connected to
learnware-specific risks: releasing a specification may leak
information by itself, and may also strengthen attacks when
combined with the released model.

In this work, we characterize the privacy-preserving ca-
pabilities of PAVE specifications. We analyze the compact
PAVE release used for identification, study structural condi-
tions under which it admits intrinsic DP, and complement this
characterization with DP-S-PAVE for settings where these
conditions are not enforced. We then study how the resulting
DP guarantees translate into learnware-level risk guarantees.
The main contributions are summarized as follows:

* We formalize two specification-induced privacy risks for
PAVE, namely the disclosure risk of the released speci-
fication and the amplification risk that the specification
may strengthen attacks against the released model.

* We show that compact PAVE releases admit an intrinsic
(e, 6)-DP guarantee under natural structural conditions of
learnware docks, through a Gaussian-sketch view of sta-
ble parameter variations. For regimes outside these con-
ditions, we further provide DP-S-PAVE as a certified dif-
ferentially private variant.

* We prove that the resulting DP guarantees control both
disclosure risk and specification-side amplification risk,
and analyze the induced privacy—utility trade-off to
guide privacy-aware deployment while preserving effec-
tive learnware identification.

2 Preliminaries and Methodology

In this section, we introduce the basic workflow of the learn-
ware paradigm with PAVE specifications, and formalize the
privacy concerns that arise from releasing such specifications.

2.1 Background of Learnware Paradigm
We first recall the two-stage learnware workflow.

Submitting stage. For a developer, a learnware consists of
a trained model h together with its specification. PAVE con-
structs a model vector T3, by fine-tuning a shared pre-trained
model f(-;600) on the developer’s training dataset D; with
a task-specific loss L;. When the output space of the pre-
trained model differs from that of the task, a lightweight map-
ping g, is used to bridge the two spaces. Concretely, PAVE is
obtained as the parameter update that minimizes

Z Li(ge o f(z;00 +7), h(z)). (1)
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T

The learnware (h, 73,) is then submitted to the dock system.

Deploying stage. Given a user task with a few-shot dataset
D,, and loss L,,, PAVE constructs a task vector T, using the
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Figure 1: Two-stage learnware paradigm and privacy risks.

same pre-trained model f(-; 6p), but replaces the model pre-
diction target by the ground-truth label. Thus the vector re-
flects the capability required by the user task:

> Lu(guo f(xi6o+7),y). 2
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T, = argmin
T

The dock system identifies helpful learnwares by comparing
cosine similarity in the parameter-vector space:

cos(Th, Ty) = M,
712 [I7ull2
and selects learnwares with large similarity for reuse.
To make PAVE efficient to store and compare, it adopts
a LoRA-style low-rank parameterization. For each selected
weight matrix Wy in the pre-trained backbone, the update is
represented as

3)

AW, =B/A,, “4)
where A, € R"*™ is randomly initialized and then frozen,
while B, € R™¢*" js learned from data, with r <
min{my, ny}. Writing A for the collection of frozen factors,
PAVE learns the compact factors by

B* — argr%in Z L(go f(z,00 + BA), h(z)). (5)
(z,y)€D
The expanded update 7 = BA is the corresponding full-
space parameter variation, while the concatenated matrix

B=[Bi,...,B;] e R™*("D) (6)

is used as the compact PAVE specification. For identifica-
tion, the learnware dock system can directly compute cosine
similarity in the low-rank space via cos(B, B’), which effi-
ciently approximates cos(BA,B’A) with high probability.
In the compact-release regime analyzed in this paper, the pub-
lic specification is the compact factor B; the realized random
factors Ay are not part of the public specification.

2.2 Formalization of Learnware Privacy Concerns

Since specifications are generated from the raw data of devel-
opers or users, a central privacy question is: what additional
risks are introduced by attaching and releasing a specifica-
tion? We distinguish two complementary concerns below.



(i) Disclosure risk. The released specification itself may
leak information about the underlying dataset. This concern
is particularly relevant for PAVE, because it summarizes the
fine-tuning dataset through gradient-induced parameter vari-
ations. Prior studies on gradient and update inversion show
that such information can be used to infer sensitive properties
of training examples [Zhu et al., 2019; Geiping et al., 2020].

(ii) Amplification risk. Even without a specification, the
released model may already leak information about its train-
ing data through model inversion attacks, which attempt to re-
cover sensitive attributes or representative training examples
from model outputs or parameters [Fredrikson et al., 2014,
2015; Zhang et al., 2020]. In a learnware system, publishing
a specification alongside the model introduces an additional
evidence channel. The learnware-specific risk we study is
whether this extra channel can strengthen such attacks be-
yond what the model alone already enables.

We next formalize these two risks through game-based def-
initions. The goal is not to commit to a particular attack im-
plementation, but to capture the adversary’s view, side infor-
mation, and inference objective in a common form.

Attack goals. We focus on two representative inference
goals that are widely studied in the privacy literature and are
natural in learnware systems:
* Membership inference: determine whether a particular
sample appears in the developer’s training set.
* Attribute inference: infer a sensitive attribute of a sam-
ple given its non-sensitive features.

A generic inference game. Let D denote the developer’s

training dataset, drawn from an underlying distribution P.

A learnware consists of a released model h together with

a released specification R. We model an attack by a tuple

(A, T,v), where A is a possibly randomized adversary, 7 is

a target function encoding the inference objective, and v de-

notes the side information provided to the adversary. The in-

teraction proceeds as follows:

(1) The challenger samples a record s from P, or equivalently
from D when modeling membership.

(2) The challenger reveals the side information v(s) to the
adversary.

(3) The adversary is given a released interface, specified be-
low, and outputs a guess.

The adversary’s success is defined as

gain(A4; V,7,v) £ Pr[AV,v(s)) =7(s)], (7

where the probability is over the randomness of the sampled
record, the released interface, and the adversary. Different
privacy concerns correspond to different adversarial views V.

(i) Disclosure risk of releasing the specification. We first
quantify what the specification R reveals by itself. In this
game, the adversary observes the released specification, de-
noted by Vspec = R. Since side information may already
reveal part of the target, we define disclosure risk as the in-
cremental advantage brought by releasing R:

Riskgis(R) £ sup gain(A; R, 7,v)— sup gain(A; @, 7, v),
Ae Ael ®)

where 2l denotes the class of admissible adversaries, and &
denotes the baseline view in which the adversary receives
only the side information. A small Riskgis(R) indicates that
observing the released specification does not substantially im-
prove the adversary’s ability to infer 7(s) beyond what is al-
ready possible from side information.

(ii) Amplification risk for attacks against the released
model. Releasing a specification may also help an attacker
exploit the model more effectively. To capture this, we com-
pare adversaries that observe the model alone with adver-
saries that observe both the model and the specification. Let
Vinodel = h denote access to the released model alone, and
let Vioint = (h, R) denote access to both. We define the am-
plification risk induced by R for the model / as

Riskamp(h; R) £ sup gain(A; (h, R),T,v)
Ael
. (©))
— sup gain(A4; h, 7, v).
Ael
This quantity isolates the incremental privacy risk introduced
by publishing the specification on top of the released model.

Binary neighbouring-dataset instantiation. The gain-
based definitions above describe the operational meaning of
the two risks for general inference objectives. To obtain
attack-agnostic theoretical guarantees, we use their standard
binary neighbouring-dataset instantiation. In this instantia-
tion, the adversary distinguishes whether a released view is
generated from a dataset D or from a neighbouring dataset
D’. This captures the worst-case form of membership- and
attribute-style inference while avoiding commitment to a par-
ticular attack algorithm or target distribution.
For a released view V, define

pa(D) = PrlA(V(D)) = 1], (10)
and the optimal distinguishing advantage
Adv*(V;D,D') £ sup|pi(D) —pa(D")|. (1D
AeA

Equivalently, in the balanced binary game between D and D’,
the optimal success probability is

1 1
gaing, (V; D, D') = 3 + 5 Adv*(V;D,D"). (12)
Thus, controlling Adv™ also controls the corresponding bi-
nary inference gain. Let []; £ max{xz,0}. The advantage-

style disclosure risk Risk?Y (R | Hp) is

sup [Adv*((HO,R); D, D')—Adv*(Ho; D, D’)] L (13)
D~D’ +
where H denotes the baseline side information before ob-
serving the specification. Similarly, the advantage-style am-
plification risk Riskgﬂ:’p (H;R)is

sup [Adv*((H, R); D, D) — Adv*(H:; D, D’)] . (14)
D~D’ +
where H denotes the model-only view. These quantities are
the binary neighbouring-dataset versions of the two game-
based risks above, and are the objects bounded in our theo-
retical analysis.



3 DP Guarantees for PAVE Specifications

In this section, we characterize when PAVE specifications ad-
mit differential privacy. We first show that, under natural
compact-release conditions of learnware docks, the compact
PAVE factor satisfies an intrinsic (e, )-DP guarantee with-
out injecting additional additive noise. We then discuss the
structural conditions behind this guarantee and introduce DP-
S-PAVE, a certified variant for deployments outside the in-
trinsic compact-release regime.

We first recall some basic notions of differential privacy
(DP). DP limits how much the output distribution can change
when a member of the original dataset is modified.

Definition 3.1 (Neighbouring datasets). Let D = {z}N,
and D' = {2/}, be two datasets of the same size. We write
D ~ D' if they differ in exactly one record, i.e., there exists
an index j such that z; # 2 and z; = z] for all i # j.

Definition 3.2 (Differential privacy). A randomized mecha-
nism M is (e, d)-differentially private if for any measurable
event E and any neighbouring datasets D ~ D',

Pr(M(D) € E) <" Pr(M(D') € E) +4,  (15)
where the probability is taken over the randomness of M.

Definition 3.3 ({y-sensitivity). Let q be a matrix-valued
query. Its U5-sensitivity is

A(g) £ max|lg(D) - g(D")

where || - |2 denotes the spectral norm.

N (16)

From PAVE to a compact Gaussian-sketch mechanism.
For clarity, we first consider a single layer and omit the
layer index. Let A € R"*™ be sampled with i.i.d. entries
A;; ~ N(0,1/r), independently of the dataset. In the com-
pact privacy regime, the distribution of A is public, while
its realized value and random seed are maintained as internal
randomness and are not part of the public specification.

For one-step, linearized, or trajectory-decoupled PAVE, the
learned compact factor can be written as

B(D)=F(D)A', A7)

where F(D) € R¥™ is the matrix query induced by the
fine-tuning trajectory. For example, unrolling gradient steps
of the form B;,; = B; — nG¢(D)AT gives By (D) =
Y Gi(D)AT, so that F(D) = —n Y} ) G,(D)
when the cumulative query is independent of the realized A.

The mechanism in Eq. (17) is a Gaussian sketch. To avoid
support separation for matrix-valued releases, we analyze the
standard fixed-subspace regime. Assume that there exists a
fixed and public matrix U € R4**, UTU = I, such that
the released query lies in this specification subspace:

F(D)=UH(D), H(D)c R¥>™, (18)
Equivalently, the released compact factor can be written as
B(D)=UC(D), C(D)=H(D)AT. (19)

Since U is fixed and public, it suffices to analyze the coordi-
nate release C(D). We define the covariance matrix

Sp £ H(D)H(D)" € RF*F, (20)

We impose the following covariance-stability condition on
admissible neighbouring datasets:

(1—’Y>2D/52Dj(1+’y)21)/, 0<’Y<1, 21

where ¥p and ¥, are positive definite. This condition
states that changing one record cannot substantially rotate or
rescale the covariance inside the specification subspace.

Definition 3.4 (Rényi differential privacy). For a concise pri-
vacy accounting, we use Rényi differential privacy (RDP).
For o > 1, a mechanism M is said to satisfy («, p)-RDP
if

Do(M(D)IM(D)) < p (22)
for all neighbouring datasets D ~ D', where D (-||-) is the
order-a Rényi divergence. An («, p)-RDP mechanism is also

(p + %, 6) -DP for any 6 € (0,1). In particular, a

(2, p2)-RDP guarantee gives (ps + log(1/6), §)-DP.

Theorem 3.5 (Intrinsic DP for compact PAVE specifications).
Consider the compact PAVE mechanism

Mg(D) = B(D) = UH(D)AT, (23)

where A;; ~ N(0,1/r) is sampled independently of D, and
the realized A is not released. Assume the common-support
condition in Eq. (18) and the covariance-stability condition
in Eq. (21). Then Mg satisfies (2, p2)-RDP with

rk~?

< .
1=y 7 2(1-7?)
Consequently, for any 6 € (0,1), Mg is (¢,0)-DP with
rk 1 1 rk~y?
T BT TR S
Remark 3.6. Theorem 3.5 characterizes an intrinsic DP

regime of compact PAVE specifications. It relies on three
structural conditions and one modeling scope condition.

Compact secret release. The public PAVE specification is
the compact factor B = F(D)AT, while the realized Gaus-
sian matrix A, its seed, and the expanded update BA are
not part of the public release. The distribution of A can be
public; what is not released is the particular realization used
to generate the specification. This distinction is essential be-
cause A serves as the internal randomness of the compact
Gaussian-sketch mechanism. If (A, B) is released, the alge-
braic relation B = F(D)AT becomes directly testable, and
the Gaussian-sketch privacy argument no longer applies. The
modeling scope condition is related but different: the matrix
query F (D) should be independent of the realized A. This
holds for one-step or trajectory-decoupled PAVE, where the
cumulative query is fixed once D is fixed. For fully adaptive
PAVE training, the certified variant below should be used.

Common specification subspace. The second structural
condition is the fixed public subspace in Eq. (18). Its role
is to place all released PAVE specifications in the same pub-
lic coordinate system: F(D) = UH(D) and B(D) =
U(H(D)AT). This condition is natural in a learnware dock,
because model-side and user-side specifications must be com-
parable for identification. It is automatically satisfied when

rk
p2 < 5 log (24)

1
+ log 5 (25)



the selected PAVE query has stable full row support, in which
case one may take U = 1. More generally, the system can
enforce it by selecting fixed layers, using a fixed public pro-
Jection subspace, choosing a subspace from public calibra-
tion data, or directly releasing the coordinate specification
C(D) = U'B(D) = H(D)A". Without such a common
support, neighbouring datasets may move the released matrix
into different column supports, causing support separation.

Covariance stability. The third structural condition is co-
variance stability in Eq. (21). It requires the Gaussian-sketch
covariance Xp = H(D)H(D)" to change smoothly under
a single-record modification. The positive definiteness of Xp
is the non-degeneracy part of this condition: the retained
public specification subspace should not collapse to a lower-
dimensional direction. A convenient sufficient condition is
12Ty < H(D)H(D)" < L1}, and |H(D) —H(D')||; < A
Sor all neighbouring D ~ D'. Then || Xp — Xp/|la < 2LA,
and Eq. (21) holds with

2LA
p?
provided v < 1. For an average-type query H(D) =
nTE Y W (z) with [|[®(2)]|2 < G, one has A < 2G/n,
and hence v < ALG /(nu?). Thus large fine-tuning datasets,

stable optimization, and clipping of unusually large updates
all make the intrinsic compact guarantee more favorable.

Y= (26)

Proposition 3.7 (A public-A compact release is not generally
DP). Consider the mechanism

Mpur(D) = (A, F(D)AT), 27)

where A € R™™™ has i.i.d. Gaussian entries and the realized
A is released. If there exist neighbouring datasets D ~ D’
such that F(D) — F(D') # 0, then, for such a neighbouring
pair, My, is not (€, 6)-DP for any finite € and any § < 1.

Proposition 3.7 explains why Theorem 3.5 treats the real-
ized A as internal randomness. The proposition does not say
that the sampling law of A must be hidden; the distribution,
dimension, and generation procedure of A can be public.
What must remain internal in the intrinsic compact-release
regime is the actual realization, or equivalently the seed that
reproduces it. If a deployment needs to publish A, its seed,
or the expanded update BA, then the certified DP-S-PAVE
variant below should be used instead.

Remark 3.8. The quantities in Theorem 3.5 have direct
learnware interpretations. The rank r is the low-rank width
of the PAVE factor, and k is the dimension of the public spec-
ification subspace. Their product rk is the effective number
of Gaussian sketch coordinates released to the system. The
parameter ¥ measures the relative change of the specifica-
tion covariance under a neighbouring-dataset modification.
Thus, smaller effective specification dimension and more sta-
ble task-level parameter variations lead to tighter privacy.
These quantities also correspond to design choices of the sys-
tem: the rank controls how much parameter-variation signal
is retained, the public subspace controls the common coordi-
nate system for matching, and the stability parameter reflects
the influence of individual records on the specification.

Algorithm 1 DP-Stabilized PAVE (DP-S-PAVE)

1: Inmput: dataset D; pretrained parameters o; selected layers L;
ranks {r¢}; steps T’; step size n; clipping threshold C'; sampling
rate g or batch size b; noise multiplier o.

2: Output: private compact specification R = {By 1 }rcr.

3: for{ € L do

4:  [Initialize A, € R™*"™¢ independently of D and freeze it; set

Bgyo +~— 0.
5: end for
6: fort =0,...,7—1do
7. Sample a mini-batch S; C D with rate ¢ or |S¢| = b.
8 for £ € L do
9: for z; € S: do o ,
10: ZV) + Vw,L(W; 2)A] Z() + Clip(Zy), C).
11: end for
12: Draw N ; with i.i.d. entries from A/ (0, o2C?).
130 Zeo b7 (S es, ZE0 + Nog).
14: Byiy1 < Bei — 102y .
15: end for
16: end for

17: return R = {Byr}cr.

A certified variant beyond the intrinsic regime. The
above structural conditions are natural in a compact-release
regime, but they need not hold in every deployment. For ex-
ample, a system may require public reproducibility of A, may
need to release the expanded update BA, may not enforce
a common specification subspace, or may use fully adaptive
nonlinear PAVE training in which the cumulative query de-
pends on the realized A. To cover such cases, we introduce
a certified differentially private variant, called DP-Stabilized
PAVE (DP-S-PAVE). The idea is to apply per-example clip-
ping (Define Clip(Z,C) = Z - min{1, C/||Z||r}) and cali-
brated Gaussian noise directly in the low-rank PAVE update
space. In contrast to Theorem 3.5, DP-S-PAVE does not rely
on secret A, common support, or covariance stability; its
guarantee follows from standard DP-SGD/RDP accounting.

Theorem 3.9 (Certified DP of DP-S-PAVE). Fix the matri-
ces {Ay}ocr independently of the dataset. In Algorithm I,
assume that every per-example projected update is clipped to
Frobenius norm at most C, and that independent Gaussian
noise with standard deviation oC is added before the deter-
ministic scaling by 1/b. Let pS""%(q, o) denote the order-a
RDP parameter of one Poisson-subsampled Gaussian update
with replacement-neighbour sensitivity 2C' and noise stan-
dard deviation oC. Then the final release R = {B;1}cr
satisfies (a, po,)-RDP with

po < < Z ZpsubG (28)

t=0 LeLl
Consequently, for any § € (0,1), DP-S-PAVE is (€4p, 0)-DP
with log(1/6)
-3 o8
Edp(é) = ggf1 {pa + a—1 } . (29)

In particular, without subsampling, i.e., ¢ = 1, a conservative
closed-form bound is
2aT|L|
<

a = )
o2

2T L 2TL
Eap < 0'2 | 0‘2 llog L. 30)




Remark 3.10. DP-S-PAVE complements the intrinsic com-
pact guarantee. When the compact secret-sketch conditions
hold, Theorem 3.5 gives a noise-free DP route. When these
conditions are not enforced, Theorem 3.9 provides a certified
route by adding calibrated noise in the low-rank PAVE up-
date space. Since the guarantee of DP-S-PAVE is conditioned
on fixed Ay and comes from explicit Gaussian perturbation,
the realized Ay, the compact factors By, the expanded up-
dates ByAy, normalized specifications, cosine similarities,
and top-K retrieval outputs are all post-processing of a DP
mechanism and therefore remain differentially private.

4 Risk Analysis

We now connect the DP guarantees in Section 3 to the two
learnware privacy risks formalized in Section 2.2, and then
discuss the resulting privacy—utility trade-off. The key mes-
sage is that the released specification channel is the object
whose privacy parameters control both risks.

4.1 Disclosure Risk of the Specification Channel

We first consider the disclosure risk of releasing the specifi-
cation itself. For brevity, we write

Nes = (e5—1)+ 6. (31)

Lemma 4.1 (DP channels add bounded inference advantage).
Let H be a baseline view, and let Rp = M(D) be an ad-
ditional released channel. Suppose that R is conditionally
(e,0)-DP given H, i.e., for every fixed value H = u, every
measurable event S, and all D ~ D/,

Pr[RpeS|H=u]<e"Pr[Rp € S| H=u]+0.
(32)
Then, for all neighbouring datasets D ~ D',

Adv*((H,R); D,D") < Adv*(H;D,D’) +n.s5. (33)

Lemma 4.1 is the link between mechanism-level privacy
and learnware-level risk. After the view H = w is fixed, any
attack using (u, R) is a post-processing of the released spec-
ification. The term Adv*(H; D, D') accounts for the distin-
guishing power already present in the baseline view, while the
additional contribution of R is controlled by . 5.

For disclosure risk, the view H( contains the side informa-
tion available before observing the specification, and the ad-
ditional channel is the released PAVE specification R. Thus
the disclosure question is whether observing R gives substan-
tially more distinguishing power than the baseline view alone.

Theorem 4.2 (DP controls specification disclosure risk). Let
R = Mp(D) be the released compact PAVE specification. If
R is conditionally (g, 0)-DP given the baseline side informa-
tion Hy, then

Risk%Y (R | Ho) < (e —1) 4 4. (34)

In particular, the same bound holds when Hy is fixed public
side information and R satisfies ordinary (e, §)-DP.

Theorem 4.2 is an incremental-risk statement. It does not
bound the raw success probability of an attack, because the
baseline side information may already reveal part of the tar-
get. Instead, it bounds the extra binary distinguishing advan-
tage attributable to observing the specification. Consequently,

tighter compact-release privacy parameters, smaller effective
dimension 7k, stronger covariance stability, or the use of DP-
S-PAVE directly reduce the worst-case disclosure advantage.

4.2 Specification-Side Amplification Risk

We next consider amplification risk: whether publishing a
PAVE specification can strengthen attacks against the re-
leased model. Let H denote the model-only view available
to the adversary, including the released model & and any side
information shared across the two games. The joint view is
(H, R). The model view H may already contain information
about the underlying dataset; our goal is to isolate the addi-
tional contribution of the specification channel.

We assume that the compact specification channel R is
conditionally (e, ¢)-DP given H. This is satisfied, for exam-
ple, when H is treated as fixed public side information and
the compact PAVE release satisfies Theorem 3.5 uniformly
under this conditioning. If the model £ is trained by a non-
private procedure, it may still leak information, but the result
below controls the incremental leakage caused by adding R.

Theorem 4.3 (No material specification-side amplification).
Let R = Mg(D) be the released compact PAVE specifica-
tion, and let H be the model-only view. If R is conditionally
(¢,0)-DP given H, then

Risk?™ (H; R) < (e — 1) + 6. (35)

amp

Although Theorem 4.3 has the same numerical margin as
the disclosure bound, it controls a different learnware-specific
risk. The disclosure bound compares the baseline side infor-
mation H with the joint view (Hy, R), and therefore mea-
sures what the specification reveals by itself. In contrast,
the amplification bound takes the model-only view H as the
baseline. This view may already be data-dependent and non-
private, and the theorem does not attempt to remove such
model-side leakage. Instead, it asks whether the additional
specification channel R can further increase the adversary’s
distinguishing power beyond what is already possible from
H. Technically, both results rely on Lemma 4.1, but they in-
stantiate it with different baselines: H for disclosure and H
for amplification. The identical margin (e® — 1) + 4 reflects
that, in both cases, the only newly added channel is the DP-
protected specification. Thus Theorem 4.3 should be read as a
specification-side amplification guarantee: publishing PAVE
may be combined with model access, but the extra inference
advantage attributable to the specification is bounded by the
DP-controlled margin in Eq. (35).

This is a specification-side guarantee. It separates the in-
formation already present in the released model view from
the additional risk introduced by the specification. If a de-
ployment releases objects outside the compact secret-release
regime, such as the realized A, the expanded update BA, or
an adapted predictor constructed from a public A, then Theo-
rem 3.5 may no longer apply. In such cases, the same disclo-
sure and amplification conclusions can be obtained by using
the certified DP-S-PAVE guarantee in Theorem 3.9. Once
the specification channel is DP, downstream dock operations
such as normalization, cosine similarity, ranking, and top-K
retrieval remain protected by post-processing.



4.3 Privacy-Utility Trade-off of PAVE

The preceding results show that both disclosure risk and
specification-side amplification risk are controlled by the
DP parameters of the released specification channel. Theo-
rem 3.5 makes these parameters explicit for compact PAVE.
In the intrinsic regime, the order-2 RDP parameter satisfies

rk 1

p2 < > log T—2 (36)
Thus the effective released dimension rk and the covariance-
stability parameter ~y are the main privacy-relevant quantities.
The same quantities also affect learnware identification. The
rank r controls the width of the low-rank PAVE factor, while
k controls the dimension of the public specification subspace.
Larger r or k can preserve richer parameter-variation signals
and improve matching, but they also release more Gaussian
sketch coordinates and increase the privacy cost. Conversely,
overly small r or £ may improve privacy but remove direc-
tions needed to distinguish helpful learnwares.

The stability parameter -y captures another side of the
trade-off. It measures how much the covariance Xp =
H(D)H(D)" of the projected PAVE query changes when
one record is modified. When H(D) is stable and non-
degenerate, ~y is small and the privacy bound becomes tighter.
The sufficient condition in Section 3 gives a concrete inter-
pretation: if 21, < H(D)H(D)" < LI} and |[H(D) —
H(D')||2 < A, then v = 2LA/u?; for average-type queries
with bounded per-example contribution, A = O(1/n).
Larger fine-tuning datasets, stable optimization, and clipping
of unusually large updates therefore reduce the effect of any
individual record on the specification.

This stability is also useful for identification. Learnware
matching should depend on task-level variation rather than
example-specific spikes. Suppressing unstable record-level
influence helps the PAVE specification reflect reusable capa-
bility information instead of idiosyncratic noise, which can
improve the robustness of cosine-based comparisons across
learnwares. In this sense, privacy and utility are not always
opposed: the same stabilization that reduces v can also make
the specification more faithful to the task-level signal.

The public specification subspace also has a dual role.
From the privacy perspective, a fixed subspace U prevents
support separation across neighbouring datasets and enables
the compact Gaussian-sketch analysis. From the learnware
perspective, U provides a common coordinate system in
which model-side and user-side specifications can be com-
pared. In practice, U may be chosen by fixed layer selection
or a public projection, while the effective dimension k can be
tuned according to the desired privacy—utility balance.

When the compact secret-release conditions are not suit-
able, DP-S-PAVE provides the certified alternative. Its pri-
vacy is controlled by the clipping threshold, noise multiplier,
sampling rate, and number of optimization steps through stan-
dard DP accounting. Since the perturbation is applied in the
low-rank PAVE update space rather than in the full parameter
space, the certified variant still respects the lightweight nature
of learnware specifications while providing formal protection
beyond the intrinsic compact-release regime.

5 Related Work

Most existing learnware systems build with RKME as a spec-
ification choice [Zhou and Tan, 2024; Wu et al., 2023]. This
has led to a rich line of work on learnware identification, het-
erogeneous feature or label spaces, and evolvable learnware
systems [Tan et al., 2026; Liu et al., 2024; Tan et al., 2024].
On the privacy side, recent work provides rigorous guaran-
tees for RKME-style specifications through geometric anal-
ysis of reduced sets [Lei et al., 2024]. Our work studies the
same general objective of privacy of learnware specifications,
but for a fundamentally different specification form. PAVE
summarizes model capability through parameter variations
induced by fine-tuning, rather than through representatives
in the data space. This difference changes both the privacy
surface and the mathematical tools needed for analysis.

Our analysis is also related to DP mechanisms for learn-
ing and sketching. Standard learning-based DP guarantees
are usually obtained by explicit noise injection, such as DP-
SGD, RDP, and subsampled-RDP accounting [Abadi er al.,
2016; Mironov, 2017; Wang et al., 2019]. Another line shows
that random projections or Gaussian sketches can themselves
provide privacy guarantees [Blocki er al., 2012; Lev et al.,
2025]. Recent work on LoRA privacy studies Wishart projec-
tion mechanisms and shows that matrix-valued LoRA-style
updates are not generally noise-free DP [Hu et al., 2026]. Our
compact PAVE result is different: under dock-side compact-
release conditions, the released factor is analyzed as a Gaus-
sian sketch of stable parameter variations, and DP-S-PAVE
recovers certified protection by explicit perturbation.

Finally, our risk formulation is motivated by privacy at-
tacks on learning systems. Gradient and update inversion mo-
tivate the disclosure risk of releasing PAVE [Zhu et al., 2019;
Geiping et al., 2020], while membership, attribute, and model
inversion attacks motivate the amplification question when a
specification is released together with a model [Fredrikson e?
al., 2014, 2015; Shokri et al., 2017; Yeom et al., 2018; Salem
et al., 2019]. Our DP-to-advantage analysis connects these
risks to the privacy of the released specification.

6 Concluding Remarks

This paper provides the first formal privacy characteriza-
tion of PAVE specifications in the learnware paradigm. We
show that, under natural compact-release conditions of learn-
ware docks, compact PAVE specifications admit an explicit
(e, d)-differential privacy guarantee through a Gaussian-
sketch view of stable parameter variations, without intro-
ducing explicit additive noise. For deployments outside this
intrinsic regime, we further provide DP-S-PAVE as a cer-
tified differentially private variant. We connect these DP
guarantees to rigorous bounds on both disclosure risk and
specification-side amplification risk, showing that the addi-
tional inference advantage attributable to the specification is
controlled by the corresponding DP parameters. Finally, we
discuss how privacy and identification utility vary with the
PAVE generation settings. Our analysis offers useful building
blocks for privacy-aware learnware specification design and
contributes to a DP-based understanding of dataset leakage
through parameter-variation representations.



Ethical Statement

This work studies privacy risks and privacy-preserving guar-
antees for PAVE specifications in learnware systems. It does
not collect new human-subject data or conduct experiments
on private user data. The proposed analysis is intended to sup-
port privacy-aware deployment by clarifying when compact
PAVE releases admit formal differential privacy guarantees
and by providing DP-S-PAVE for settings where the structural
conditions are not enforced. We also emphasize that practical
deployments should verify the required assumptions or use
the certified DP variant before releasing specifications.
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7 Proofs

This appendix provides complete proofs for the technical
statements used in the main text. We first collect auxiliary
facts about Rényi differential privacy, Gaussian mechanisms,
post-processing, and composition. We then prove the com-
pact Gaussian-sketch DP guarantee for PAVE specifications,
the necessity of keeping the realized Gaussian factor internal,
the certified DP guarantee of DP-S-PAVE, and finally the DP-
to-risk implications for disclosure and amplification risks.

7.1 Notation

All vectors are viewed as column vectors. For a matrix X,
[|IX||2 denotes the spectral norm and || X||¢ denotes the Frobe-
nius norm. For a symmetric matrix S, \;(S) denotes its
i-th largest eigenvalue. For a general matrix X, o;(X) de-
notes its ¢-th largest singular value. For symmetric matrices,
X Pr eceqY means that Y — X is positive semidefinite. All
neighbouring-dataset assumptions are understood to hold for
every ordered neighbouring pair D ~ D’.

7.2 Auxiliary Facts on RDP and DP

We first recall the basic RDP notation used in the paper. For
two probability distributions P, @ with P < @), the order-«
Rényi divergence is

1 dP\“
1 log/ <dQ> dq, a>1. 37

A randomized mechanism M satisfies («, p)-RDP if
Da(M(D)[M(D)) < p (38)

Da(P[Q)

(07

for all neighbouring datasets D ~ D’.

Lemma 7.1 (RDP to approximate DP). If a mechanism M
satisfies (e, p)-RDP for some o > 1, then for any ¢ € (0, 1),

is
(p 4 los1/0), 5) -DP. (39)

a—1
In particular, if M satisfies (2, p2)-RDP, then it is

(,02 + log %, 6) -DP. (40)

Proof. Fix neighbouring datasets D ~ D’ and write

P=L(M(D)), Q=LM(D)). (41)
Let P
L(z) =log @(x) 42)

be the privacy-loss random variable under P. By the defini-
tion of Rényi divergence,

Eplexp((a —1)L)] =

(43)
exp((a — 1) Do (P[|Q)) < exp((ar —1)p).
For any measurable event F and any threshold € > 0,
PE)y=PEN{L<e})+ P(EN{L >¢}) (ad)

< eQ(E) + P(L > ¢).

By Markov’s inequality,
P(L>¢)=Plexp((a —1)L) > exp((a — 1)g))

(45)
< exp((a —1)(p—<).
Taking
log(1/0
e —p+ 28U0) (46)
a—1
gives
P(L>¢) <. 47)
Therefore,
P(E) <e*Q(E) +9. (48)
Since this holds for all neighbouring datasets and measurable
events, the mechanism is (e, §)-DP. O

Lemma 7.2 (Post-processing). Let M be an (e, )-DP mech-
anism. Let ¢ be any possibly randomized mapping whose
randomness is independent of the input dataset. Then ¢ o M
is also (g,0)-DP. The same statement holds for RDP with the
same order and parameter.

Proof. We prove the approximate-DP statement. The RDP
statement follows from the data-processing inequality for
Rényi divergence.

First suppose ¢ is deterministic. For any measurable event
FE in the output space of ¢ o M, define

S=0¢"(E). (49)
Then
Pr[(¢o M)(D) € E] = Pr [M(D) € §].  (50)
Since M is (g, 6)-DP,
Pr [M(D) € S] < e Pr [M(D') € S] + 4. (51)
Therefore,
Pr[(¢oM)(D) € E] < ¢ Pr [(6oM)(D') € E|+5. (52)

If ¢ is randomized independently of D, condition on its inter-
nal randomness and apply the deterministic argument to each
realization. Averaging over the randomness of ¢ gives the
same inequality.

Lemma 7.3 (Sequential composition of RDP). Let
My, ..., Mk be a sequence of mechanisms, possibly
chosen adaptively. Assume that for each i, conditioned on
any fixed history of previous outputs, the conditional mecha-
nism M, satisfies (c, p;)-RDP. Then the joint mechanism

M.k (D) = (M1(D),...,Mk(D)) (53)
satisfies (cv, Zfil pi)-RDP.

Proof. Fix neighbouring datasets D ~ D’. Let P and Q
be the joint laws of the transcript under D and D’. Write a
transcript as y1.x = (y1,-- -, Yk ) and factor the likelihood
ratio as
dP i(Yi i
7(y1;K) — Pr Odf(zlp(y | Y< )

R DA 54
aQ ¢i(yi | y<i) >



Symbol Meaning

D,D’ Neighbouring datasets differing in one record.

M A randomized mechanism.

€,0 Approximate-DP parameters.

a, p RDP order and RDP parameter.

P2 Order-2 RDP parameter.

A Frozen Gaussian factor in the compact PAVE sketch; its realization is internal in the intrinsic regime.

B(D) Released compact PAVE factor.

F(D) Dataset-dependent matrix query induced by the PAVE trajectory.

U Fixed public specification subspace with U U = I.

H(D) Coordinate representation of F'(D) in the public subspace, so that F(D) = UH(D).

C(D) Coordinate compact release, C(D) = H(D)A .

b Gaussian-sketch covariance, 3p = H(D)H(D)'.

T Low-rank width of the Gaussian/PAVE factor.

k Dimension of the public specification subspace.
Relative covariance-stability parameter.

w, Ly AG Non-degeneracy, upper spectral scale, query sensitivity, and per-example bound used to verify covariance
stability.

H Baseline view in the risk analysis, e.g., model-only view. This is not the matrix H(D).

Hy Baseline side information before observing the specification.

R Released specification channel.

14 A generic released view in the binary neighbouring-dataset game.

A A possibly randomized adversary.

pa(D) Probability that adversary A outputs 1 from view V(D).

Adv*(V; D, D") Optimal binary distinguishing advantage between V(D) and V (D’).

Ne,s Abbreviation for (e® — 1) + 4.

Table 1: Notation used in the proofs. Bold uppercase symbols denote matrices. The baseline view H in the risk analysis is distinct from the

matrix-valued query coordinate H(D).

where p;(- | y<;) and ¢;(- | y<i) are the conditional laws
of the i-th output given the previous outputs under D and
D', respectively. For any fixed history y;, the conditional
(a, p;)-RDP assumption gives

/ (p@k)) Gi(dy: | y<i) < exp((a — D)ps). (55)

Qi(yi | Y<i)

Therefore, by iterated expectation under @),

o[ () | ==e[reotss (A2 |
< expl(a — D)o Pr ot (LU=

ai(Y; | Y<i)
K
<. < exp((a—l)ZpZ) .

i=1
(56)
Taking logarithms and dividing by o — 1 yields
K
«(PlQ) <> pi. (57)
i=1
O

7.3 Gaussian Divergence Calculations

The compact PAVE release is a Gaussian sketch. The main
calculation is the Rényi divergence between two centered
Gaussians with different covariance matrices.

Lemma 7.4 (Rényi divergence between centered Gaussians).
Let

P =N(0,%), Q=N(0,%"), (58)
where 3, %' € R¥** are positive definite. Let
T = () /25(=) 12 (59)
and let A1, . .., A\, be the eigenvalues of T. For o > 1, if
a+(1l—a)r; >0 for all i, (60)
then
Do (P|Q) =
1 (61)
e 1) ; [(1—a)log X; —log(a + (1 — a)A;)].

In particular, for o = 2, if \; < 2 for all i, then

Dy(P|Q) = Z —log(\(2—=A)). (62

=1

Proof. The densities of P and () are

l\D\H

1
p(x) = (27T)_k/2|2|_1/2 exp(—2xT2_1x> (63)
and

0030 = (2m) 21 2o - 3T (2) ) o4



For o > 1,

[ p7ato e dx = [ R 2,

(65)
where
K=aoaX "' +(1-a)(Z) " (66)
The integral is finite exactly when K > 0.
Now write
= (Z)2T(z)V2. (67)
Then
2] = [=]|T] (68)
and

K=X) "2 [aT "+ 1 -a)I(Z)V2 (69

Thus
K| =" [aT™" + (1 - )I|. (70)

Substituting these identities gives

log/paql—a
1-—- 1
:—%10g|2|—Ta10g|2/|—§10g|K| (711)

1
= —% log |T| — §log ‘ozT_1 + (1= ).

Since the eigenvalues of T are Ay, ..., Ak,
T~ + (1 - a)I| = Pr odfﬂM. (72)
Hence
log /po‘ql‘o‘
1 - a))\

:——Zlog)\ —fZIOg (73)

k
1
52 [(1—a)logA; —log(a+ (1 —a)X\;)].
Dividing by a — 1 gives Eq. (61).
For a = 2,
+(l-—a)\,=2-\. 74)
Therefore
1 F
Dy(PQ) =5 Z log A — log(2 — ;)]
; (75)

Z log(Ai(2 = Ai)) -

=1
0

Lemma 7.5 (RDP of the Gaussian mechanism). Let (D) €
RP be a vector-valued query with replacement-neighbour
sensitivity

Az = sup [[a(D) - (D). (76)
D~D’

The Gaussian mechanism
g(D)=a(D)+2, Z
satisfies (a, po,)-RDP with

~ N(0,5%L,), (77)

al\d
252

Pa = (78)

The same statement holds for matrix-valued queries after vec-
torization, with the Frobenius norm as the Euclidean norm.

Proof. For neighbouring D ~ D’, the two output laws are
Gaussians with the same covariance:

P = N(q(D),s%L,), Q= N(q(D'),s’L,). (79)

For Gaussians with the same covariance, the order-a Rényi
divergence is

Da(PlQ) = S(a(D) — a(D')(s°L,)~

= s llaD) — a3

'(a(D) — q(D"))

(80)
The result follows by the sensitivity bound. For a matrix-
valued query, vectorization preserves the Frobenius norm, so
the same formula applies. O

7.4 Proof of the Compact Gaussian-Sketch DP
Guarantee

We now prove Theorem 3.5. The key point is that the compact
release

B(D) = UH(D)AT (81)

is a matrix-normal Gaussian sketch once A is not released
and the query H(D) is fixed conditional on the dataset.

Lemma 7.6 (Compact PAVE as a Gaussian sketch). Consider
a single selected layer and omit the layer index. Let

A € Rrxm’ Aij ~ N(O, 1/7") (82)

independently of D. Assume that, conditional on D, the PAVE
query can be written as a deterministic matrix F(D) € R¥*™
that is independent of the realized A. If

F(D)=UH(D), U'U=1I,, (83)
then the compact release
B(D)=F(D)AT (84)
can be written as
B(D) = UC(D), C(D)=H(D)AT. (85)

Moreover, the columns of C(D) are independent centered
Gaussian vectors:

1



Proof. Write the rows of A as

-
ay

A=,

T
™

a; € R™. (87)
a
Since A;; ~ N(0,1/r) independently, each row transpose
satisfies
a; ~N(0,1,/r), (88)
and ay, ..., a, are independent.
If F(D) = UH(D), then
B(D)=F(D)AT = UH(D)AT =UC(D). (89)
The j-th column of C(D) is

Since H(D) is deterministic conditional on D and indepen-
dent of a;, a linear transformation of a centered Gaussian vec-
tor gives

c;(D) NN(O,H(D)I;”H(D)T>
On

1
= N(o, H(D)H(D)T) :

T
The independence of the columns follows from the indepen-
dence of ay,...,a,. U

Theorem 7.7 (Intrinsic DP for compact PAVE specifications).
Consider the compact PAVE mechanism
Mg (D) =B(D)=UH(D)A", 92)

where A;; ~ N(0,1/r) is sampled independently of D, and
the realized A is not released. Assume that U € Rk jg
fixed and public with UTU = 1. Let

Sp=H(DHD)'. 93)

Assume that for every ordered neighbouring pair D ~ D',
(1—9)Xp Pr eceqX®p Pr eceq(14+7) X, 0<vy<1,
94)

and that the covariance matrices are positive definite. Then
Mg satisfies (2, p2)-RDP with

rk 1
< — .
p2< g log (95)
Consequently, for every 6 € (0,1), Mg is (g, 9)-DP with
rk 1 1
= —log—— +log —.
€ 5 0g1_72+0g5 (96)
Moreover,
rkv? 1
< ——— +log —. 7
s_2(1_72)+og(S o7
Proof. By Lemma 7.6,
B(D) = UC(D), C(D)=H(D)AT. (98)

Since U is fixed and public, B(D) is a deterministic post-
processing of C(D). Tt suffices to bound the Rényi diver-
gence between C(D) and C(D’).
Write
C(D):[Cl(D)avcr(D)] 99)

For each j,

1

c;(D) ~ J\/<0, r%) : (100)

and the columns are independent. For a single column, define
1

Pp = N(O, 21)) ,
T

1 (101)

PD/ = N(O, ZD/) .
r

The common scale factor 1/r cancels in the covariance ratio.
Let

T=x,"3,5,/% (102)
By covariance stability,
(1 = 9)I; Pr eceqT Pr eceq(1 + v)1k. (103)
Hence each eigenvalue \; of T satisfies
I—y< A <1419 (104)

Since v < 1, we have \; < 2 for all i. By Lemma 7.4 with
a=2,

k
Da(Pol|Po) = 53~ lo (2= X)) (10)
For every 1,
Ni(2=X)=1—(\ —1)2 (106)
Since [A; — 1] <,
Xi(2=N) > 1—+2 (107)
Thus
Do(Pp]|Por) < & log —— = (108)

The full coordinate release C(D) contains r independent
columns. Therefore its law is Pj3", while the law of C(D’) is

ngﬁ . Rényi divergence is additive over independent product
distributions, so

Dy(C(D)|IC(D")) = r D2(Pp||Ppr)

rk 1

109
< 10g (109)

1—~92
By post-processing, the same (2, p2)-RDP bound holds for
B(D) = UC(D). Applying Lemma 7.1 with a = 2 gives
Eq. (96).

Finally, for 0 < z < 1,

xT

log (110)

l—z~ 1—x

Taking » = 2 yields Eq. (97). O



7.5 Verifying Covariance Stability

The main theorem uses covariance stability. The next two
lemmas justify the sufficient conditions discussed in the main
text.

Lemma 7.8 (Sensitivity implies covariance stability). Sup-
pose that for all admissible datasets D,

121, Pr ecegH(D)H(D) " Pr eceqL’1, (111)
and for all neighbouring datasets D ~ D',
[H(D) ~ H(D')| < A. (112)
LetXp = H(D)H(D)T. Then
ISp — Sprll2 < 2LA. (113)
Moreover, if
v = 2,52A <1, (114)
then
(1 —~)Xp Pr eceqXp Pr eceq(l +v)Xpr.  (115)
Proof. Let
H=H(D), H =H(D). (116)
Then
>p-Xp =HH' —H'(H)". (117)

We decompose
HH -HH)'=H-H)H'+HH-H)". (118)
Thus
IZp —Zplla < |[(H-H)HT |
+|HH-H) "
< ([[H|2 + [[H[|2)[H — H||2.

The upper spectral bound in Eq. (111) implies |[H(D)||s < L
for all admissible D. Therefore Eq. (113) follows.
Equivalently,

(119)

—2LAT, Pr eceqXp — Xpr Pr eceq2 LA T, (120)
Since Xp/ = [L2Ik,
1
Ix Pr eceq—3Xp. (121)
I
Hence
2LA 2LA
— 3 p Pr eceq¥p — X pr Pr eceq 5 Xpr. (122)
K K
This is exactly Eq. (115). O

Lemma 7.9 (Sensitivity of an average-type query). Suppose

H(D) = - U(z;), 123
(D) = — ; (21) (123)
where
[¥(2)]2 <G (124)
for all records z. If D ~ D' differ in exactly one record, then
2G
|B(D) - H(D')s < = (125)

n

Proof. Let
D={z,...,2a}, D' ={z,...,2.}, (126)
and suppose the two datasets differ only at index j. Then
H(D)-H(D') = % (®(z) —®(z))). (127)
Therefore
(D) ~ B < (19 19D
%6 (128)
n
O

7.6 Why the Realized Gaussian Factor Must
Remain Internal

We next prove Proposition 3.7. This result justifies the com-
pact secret-release condition in the intrinsic theorem. The
sampling distribution of A may be public, but the realized
matrix cannot be released in the intrinsic compact-sketch
regime.

Proposition 7.10 (A public-A compact release is not gener-
ally DP). Consider the mechanism

MPUb(D) = <A7 F(D)AT>7

where A € R"™™ has i.i.d. Gaussian entries and the real-
ized A is released. Suppose there exist neighbouring datasets
D ~ D’ such that

F(D)—-F(D') #0.

Then, for this neighbouring pair, My, is not (g,8)-DP for
any finite € and any 6 < 1.

(129)

(130)

Proof. Let
L=F(D)-F(D). 131)
By assumption, L # 0. Define the event
Ep={(a,b):b=F(D)a'}. (132)
Under dataset D, the mechanism outputs
Mpun(D) = (A, F(D)AT), (133)
)
Pr [Mpun(D) € Ep] = 1. (134)
Under dataset D', the output lies in Ep if and only if
F(DYAT =F(D)AT, (135)
or equivalently
LAT =o0. (136)
Write the rows of A asa; ,...,a, . Then Eq. (136) means
La; =0 forallj=1,...,7. (137)

Because L # 0, its nullspace is a proper linear subspace of
R™. A non-degenerate Gaussian vector lies in a proper linear
subspace with probability zero. Therefore,

Pr[La; =0] =0 (138)



for each j, and hence

Pr[LA"T =0] =0. (139)

Thus
Pr [Mpub(D’) € Ep]=0. (140)

If My, were (g, 6)-DP, applying DP to the event Ep would
give

1<e®-0+0=24, (141)

which is impossible for § < 1. Hence no finite € andno d < 1
can satisfy DP for this neighbouring pair. O

Remark 7.11 (Expanded Wishart releases are a different
mechanism). The intrinsic theorem analyzes the compact re-
lease F(D)AT with the realized A kept internal. It does
not analyze the expanded update F(D)A T A. The expanded
update is a quadratic, Wishart-type release and can have al-
gebraic support constraints that are absent from the compact
Gaussian sketch.
For example, in dimension two, take

F—1,, F’:(l“ga (1)) a>0. (142

Then FATA is symmetric almost surely. In contrast,
F'A T A is symmetric only if AT A commutes with F', which
requires the off-diagonal entry of AT A to be zero. For Gaus-
sian A, this event has probability zero. Thus the compact-
release theorem should not be read as a theorem about ex-
panded Wishart releases.

7.7 Multi-Layer and Shared-Randomness Releases

The main theorem is stated for a single compact Gaussian
sketch. A learnware specification may combine multiple lay-
ers, and several specifications may share dock-internal ran-
domness. The following results justify the release-pattern dis-
cussion in the main text.

Lemma 7.12 (Multi-layer composition under independent
layer randomness). For each selected layer { € L, suppose
the compact release

B.(D) = UH/(D)A/ (143)
satisfies (2, p2,¢)-RDP, and suppose the layer-wise Gaussian
matrices {A}oc o are sampled independently. Then the joint
release

M (D) = {Be(D)}eec (144)
satisfies (2, p2,c)-RDP with
poc =Y pa- (145)

LeL

In particular, if layer { satisfies Theorem 3.5 with parameters
(re, ke, ve), then

roky 1
p2c < ) —log 3

(146)

Proof. This is a special case of RDP composition. Because
the layer-wise Gaussian matrices are independent conditional
on D, the joint law is a product law:

P=QQPr, Q=QQ,
teL teL
where Py and @, are the laws of By(D) and B,(D’). For

(147)

order 2, )
dP
Do (P =1 — | dQ. 148
(Plo)=tox [ (55) @@ s
Since the likelihood ratio factorizes,
dP )
— = Pr odpep— 149
0 r odecr o (149)
we obtain

2 2
/(35) dQZ/PI" Odgeg (CC;QPE) Pr Od(engg

dp,\?
=Pr odM/ <dQ‘;> dQ,.

(150)
Taking logarithms yields
Dy(P|Q) =Y Da(Pu||Qr) <Y pau. (151)
teL teL
The layer-wise bound follows from Theorem 7.7. O

Lemma 7.13 (Stacked release under shared dock random-
ness). Suppose J compact specifications are generated using

the same internal Gaussian matrix A.:
B;(D)=UH;(D)AT, j=1,...,J. (152)

Define the stacked release and the stacked public subspace by

B:(D)
B(D) = : , U = diag(Uy,...,Uy). (153)
B,(D)
Define the stacked coordinate query by
H,(D)
H(D) = : (154)
H,;(D)
Then ~ o
B(D) = UH(D)AT (155)
i o
Sp =H(D)H(D)" (156)
is positive definite and satisfies
(1-9)Eps Pr eceqEp Pr eceq(1+7)Epr, 0<y<1,
(157)
then the stacked release satisfies (2, p2)-RDP with
rk 1
oo < —1 1
P2 > 2 Ogl_ﬁ/ga (58)

where k is the row dimension of H(D).



Proof. The stacked release has exactly the same form as the
single compact release:
B(D) =UH(D)A'. (159)
The matrix U is fixed and public. The coordinate release
C(D)=H(D)AT (160)

has r independent Gaussian columns, each with covariance

s, = Yammm)

(161)
r r
The proof of Theorem 7.7 applies verbatim with
(H,X,k,v) replacedby (H,X k., 7). (162)
This gives the stated RDP bound. O

7.8 Proof of DP-S-PAVE

We now prove the certified DP guarantee for DP-S-PAVE.
The proof is standard DP-SGD/RDP accounting applied in
the low-rank PAVE update space.

Lemma 7.14 (Sensitivity of a clipped projected update). Let

Clip(Z, C) :Z-min{l,c}. (163)
12|
For any two per-example projected updates 7. and Z/,
| Clip(Z, C)|lr < C, (164)
and
| Clip(Z, C) — Clip(Z', C)||r < 2C.  (165)

Consequently, for replacement-neighbour datasets, the sum
of clipped projected updates has Frobenius sensitivity at most
2C.

Proof. The first inequality follows directly from the defini-
tion of clipping. For the second,

| Clip(Z, C) — Clip(Z',C) ||

< [IClip(Z, C)|lr + || Clip(Z', C)||¢
<2C.

(166)

If two datasets differ by replacing one record, all clipped
terms in the mini-batch sum cancel except the contribution
of the changed record. Thus the sum changes by at most 2C'
in Frobenius norm. O

Theorem 7.15 (Certified DP of DP-S-PAVE). Fix the matri-
ces {Ay}oer independently of the dataset. In DP-S-PAVE,
assume that every per-example projected update is clipped to
Frobenius norm at most C, and independent Gaussian noise
with entrywise standard deviation oC' is added before deter-
ministic scaling. Let pS"*C(q, o) denote the order-oc RDP
parameter of one Poisson-subsampled Gaussian update with
replacement-neighbour sensitivity 2C and noise standard de-

viation cC. Then the final release

R={Bir}eec (167)

satisfies (o, po,)-RDP with

T-1
pa <D g, 0).

(168)
t=0 LeL
Consequently, for every 6 € (0,1), DP-S-PAVE is (eqp,0)-
DP with log(1/6)
. og
€ap(0) = ér;f1 {pa + p— } (169)
If ¢ = 1, then a conservative closed-form bound is
2aT|L
po < 0TI (170)
o
and
2T|L] [2T|L] 1
Edp < 52 +2 = log 5 (171)

Proof. Fix the matrices { Ay }scc and condition on the entire
past history before step t. This includes previous noisy up-
dates, current parameters, and all public randomness. Con-
ditioned on this history, the per-example projected update
at layer ¢ is a deterministic function of the current record,
the current model state, and the fixed A,. After clipping,
Lemma 7.14 shows that the replacement-neighbour sensitiv-
ity of the sum of clipped projected updates is at most 2C' in
Frobenius norm.

The update at layer ¢ and step ¢ adds a Gaussian matrix
N, with independent entries from A'(0,02C?). After vec-
torization, this is a Gaussian mechanism with Euclidean sen-
sitivity 2C' and noise standard deviation oC, possibly pre-
ceded by Poisson subsampling with rate q. By definition of

P3PS (g, o), this conditional update satisfies

(v, p2% (g, 0))-RDP. (172)

The deterministic scaling by the batch-size constant, the gra-
dient step with learning rate 1, and the subsequent update of
By, are post-processing operations and do not change the
RDP parameter.

There are T'|L| such conditional Gaussian updates. By
adaptive RDP composition, Lemma 7.3, the final release sat-
isfies Eq. (168). The conversion to (eqp,, §)-DP follows from
Lemma 7.1 and optimizing over o > 1.

It remains to derive the closed-form full-batch bound.
When q = 1, there is no subsampling. By Lemma 7.5, one
Gaussian update has RDP parameter

a(2C)? 2a
ov.on = - —=. 173
p ,one 2(0_0)2 0_2 ( )
Composing over T'|£| updates gives Eq. (170). Let
2T\ L 1
a= |2 |, Ls =log —. (174)
o 1)
Then the RDP-to-DP conversion gives
s
= — 175
e(a) = aa+ p— (175)
Writing 8 =a —1 > 0,
L
e(a) :a+a6+—6. (176)

B



The minimum over 5 > 0 is attained at

a

which yields Eq. (171). O

(177)

Remark 7.16 (Post-processing consequences of DP-S—
PAVE). Once DP-S-PAVE is applied, the DP guarantee
comes from explicit Gaussian perturbation in the low-rank
update space. Therefore the compact factors By, the ex-
panded updates By A, normalized specifications, similarity
scores, rankings, and top-K retrieval outputs are all post-
processing of a DP mechanism. By Lemma 7.2, they inherit
the same DP guarantee. This is why DP-S-PAVE can cover
deployments where A or BA must be public, whereas the
intrinsic compact-sketch theorem cannot.

7.9 Binary Gain and Distinguishing Advantage

The main text defines general gain-based privacy risks, and
then analyzes their binary neighbouring-dataset instantiation
through distinguishing advantage. We record the precise re-
lationship.

For a released view V' and a binary adversary .4, define

pa(D) = Pr [A(V(D)) =1]. (178)
The optimal distinguishing advantage is
Adv*(V;D,D') = sup [p4(D) — pa(D")].  (179)
A

Lemma 7.17 (Binary gain and advantage). Consider the bal-
anced binary game in which the challenger samples b ~
Unif{0,1}, releases V(D) if b = 1 and V(D') if b = 0,
and the adversary outputs b. The optimal success probability
satisfies

1 1
gaing, (V; D, D') = 5 + 3 Adv*(V; D, D"). (180)
Proof. For a fixed adversary A that outputs 1 when it guesses
b=1,

gainy, (A4;V, D, D) = %Pr [A(V(D)) =1]

+ %Pr LA(V(D')) = 0]

1 1
=5+ 5 (Pa(D) = p4(DY).
(181)
If the difference is negative, the adversary can swap its output
labels and obtain the absolute value. Taking the supremum

over all adversaries gives Eq. (180). O

7.10 Proofs of Learnware Risk Guarantees

We now prove Lemma 4.1, Theorem 4.2, and Theorem 4.3.
The central idea is that, after fixing a baseline view, any attack
using the additional released specification channel is a post-
processing of that channel.

Lemma 7.18 (DP channels add bounded inference advan-
tage). Let H be a baseline view, and let Rp = M (D) be an
additional released channel. Assume that R is conditionally
(¢,0)-DP given H in the following sense: for a chosen ver-
sion of the regular conditional law of Rp given H(D) = u,
the inequality

Pr[Rp € S| H(D) =u] <
e Pr [RD/ es | H(D/) :’LL]+(5
holds for every fixed baseline value u, every measurable event

S, and all neighbouring datasets D ~ D' for which the con-
ditional distributions are considered. Then

Adv*((H,R); D,D’) < Adv*(H;D,D") + (e — 1)+ ¢
(183)

(182)

for all neighbouring datasets D ~ D’.

Remark 7.19 (On the conditional-DP assumption). The
conditional-DP assumption in Lemma 7.18 is essential. If
the baseline view H is itself data-dependent, ordinary DP of
R does not automatically imply conditional DP of R given
H. The assumption is satisfied, for example, when H is fixed
public side information, or when the specification mechanism
satisfies the same DP guarantee uniformly after conditioning
on each admissible value of the model-only view. This is the
formal condition under which the specification-side amplifi-
cation theorem separates leakage already present in H from
the extra contribution of R.

Proof. Fix a binary adversary A that acts on the joint view
(H, R). For a fixed baseline value u, define

gp(u) =Pr[A(u,Rp) =1| H(D) = uJ. (184)
By conditional DP and post-processing,
gp(u) < egp/(u) +9. (185)
Since gpr(u) < 1,
gp(u) < gpr(u) + (e* —1) + 6. (186)
Let
Nes = (65— 1)+ 0. (187)
Averaging over the distribution of H (D) gives
P (D) = Eno)lgp(H)] (158)

< Egpylgp (H)] + ne,s.

The map u — gp/(u) is a randomized binary test that uses
only the baseline view H. Therefore, by the definition of
Adv*(H;D,D’),

Ex(pylgp (H)] < Eg(prylgp (H)| + Adv*(H; D, D").

(189)
But

Ep(pnlgp (H)] = 3" (D),
Combining Egs. (188)-(190) yields

(190)

P (D) - pi" (D) < Adv* (H; D, D') +1..5. (191)
Repeating the same argument with D and D’ exchanged gives

(D) = (D) < Adv*(H; D, D) + 115, (192)



Thus

P (D) — p (DY) < Adv*(H; D, D') + 1. 5.

(193)
Taking the supremum over all binary adversaries A proves
the lemma. O

Theorem 7.20 (DP controls specification disclosure risk).
Let R = Mgp(D) be the released compact PAVE specifica-
tion. If R is conditionally (e,0)-DP given the baseline side
information Hy, then the advantage-style disclosure risk sat-
isfies

Risk%Y (R | Ho) < (e —1) 4 4. (194)

If Hy is fixed public side information and R satisfies ordinary
(e,8)-DP, the same bound holds.

Proof. By the definition of advantage-style disclosure risk,

Risk’Y (R | Hy) = sup [Adv*((Ho, R);D, D'
DD (195)
— Adv*(Hy; D, D')}
+
Applying Lemma 7.18 with H = Hj gives, for every neigh-
bouring pair,

Adv*((Ho, R); D, D") — Adv*(Hy; D, D")

<(F—1)+56. (196)

Taking the positive part and the supremum over neighbouring
pairs gives the desired bound.

If Hy is fixed public side information, conditioning on Hy
does not change the distribution of R in a data-dependent
way. Thus ordinary DP of R implies conditional DP given
Hy, and the same argument applies. O

Theorem 7.21 (No material specification-side amplification).
Let R = Mgp(D) be the released compact PAVE specifica-
tion, and let H be the model-only view. If R is condition-
ally (£,0)-DP given H, then the advantage-style amplifica-
tion risk satisfies

Risk20¥ (H; R) < (e — 1) + 4. (197)
Proof. By definition,
Risk20¥ (H; R) = sup. Adv*((H,R); D, D")
~ (198)

— Adv*(H;D,D")| .
+
Applying Lemma 7.18 with the model-only view H as the
baseline gives, for every neighbouring pair,

Adv*((H,R); D,D’) — Adv*(H; D, D’)

< (65 —1)+0. (199)

Taking the positive part and the supremum over neighbouring
pairs proves the theorem. O

Remark 7.22 (Interpreting the two risk bounds). The disclo-
sure and amplification bounds have the same numerical mar-
gin because in both cases the newly added channel is the same
DP-protected specification channel R. Their meanings are
different. For disclosure, the baseline is side information H,
and the question is what the specification reveals by itself. For
amplification, the baseline is the model-only view H, and the
question is whether the specification gives extra distinguish-
ing power beyond what the model already reveals. The proofs
differ only in the choice of baseline view in Lemma 7.18.

7.11 Additional Consequences

We end by recording two consequences that are used implic-
itly in the main text.

Corollary 7.23 (Binary gain increase). If

Risk3 (R | Ho) <7, (200)

then in the corresponding balanced binary disclosure game,
the optimal gain increase from Hy to (Hy, R) is at most /2.
Similarly, if

Risk™ (H;R) <,

amp (201)
then in the corresponding balanced binary amplification

game, the optimal gain increase from H to (H, R) is at most
n/2.

Proof. By Lemma 7.17, the optimal binary gain equals

1 1

=+ = Adv*(").
5 T AdV()
Thus replacing an advantage by another advantage larger by
at most 7) increases the optimal binary gain by at most 7/2.

(202)

Corollary 7.24 (Risk guarantees under DP-S-PAVE). [f the
released specification channel is produced by DP-S-PAVE
with privacy parameters (€ap, 9), then

RiskiY (R | Hy) < (e — 1) +6 (203)
whenever R is conditionally DP given H, and
Risk20Y (H; R) < (e —1) +6 (204)

whenever R is conditionally DP given the model-only view
H.

Proof. Theorem 7.15 gives the DP parameters of the released
specification channel. Substituting these parameters into The-
orem 7.20 and Theorem 7.21 gives the two bounds. O

7.12 Summary of the Proof Chain
The proof chain established above is as follows. First, the
compact PAVE release

B(D) = UH(D)AT (205)

is a Gaussian sketch of the projected matrix query H(D)
when the realized A is kept internal and the query is indepen-
dent of that realization. Second, covariance stability ensures



that the neighbouring Gaussian sketch distributions have fi-
nite and controlled Rényi divergence:

rk

1—~2
Third, RDP-to-DP conversion gives the compact intrinsic DP
guarantee. Fourth, if the intrinsic conditions are not enforced,
DP-S-PAVE provides a certified DP guarantee by clipping
per-example low-rank updates and adding calibrated Gaus-
sian noise. Finally, once the released specification channel
is DP, Lemma 7.18 converts this mechanism-level guarantee
into bounds on disclosure risk and specification-side amplifi-
cation risk.
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